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§401.30

to the Federal Records Act, 44 U.S.C.
2901, are not part of a system of
records; provided, that such personal
papers are not used by the employee or
the Agency to determine any rights,
benefits, or privileges of individuals.

We and our mean the Social Security
Administration.

Subpart B—The Privacy Act

§401.30 Privacy Act and other respon-
sibilities.

(a) Policy. Our policy is to protect the
privacy of individuals to the fullest ex-
tent possible while nonetheless permit-
ting the exchange of records required
to fulfill our administrative and pro-
gram responsibilities, and responsibil-
ities for disclosing records which the
general public is entitled to have under
the Freedom of Information Act, 5
U.S.C. 552, and 20 CFR part 402.

(b) Maintenance of records. We will
maintain no record unless:

(1) It is relevant and necessary to ac-
complish an SSA function which is re-
quired to be accomplished by statute or
Executive Order;

(2) We obtain the information in the
record, as much as it is practicable,
from the subject individual if we may
use the record to determine an individ-
ual’s rights, benefits or privileges
under Federal programs;

(3) We inform the individual pro-
viding the record to us of the authority
for our asking him or her to provide
the record (including whether pro-
viding the record is mandatory or vol-
untary, the principal purpose for main-
taining the record, the routine uses for
the record, and what effect his or her
refusal to provide the record may have
on him or her). Further, the individual
agrees to provide the record, if the in-
dividual is not required by statute or
Executive Order to do so.

(c) First Amendment rights. We will
keep no record which describes how an
individual exercises rights guaranteed
by the First Amendment unless we are
expressly authorized:

(1) By statute,

(2) By the subject individual, or

(3) Unless pertinent to and within the
scope of an authorized law enforcement
activity.

20 CFR Ch. lll (4-1-10 Edition)

(d) Privacy Officer. The Privacy Offi-
cer is an advisor to the Agency on all
privacy policy and disclosure matters.
The Privacy Officer coordinates the de-
velopment and implementation of
Agency privacy policies and related
legal requirements to ensure Privacy
Act compliance, and monitors the co-
ordination, collection, maintenance,
use and disclosure of personal informa-
tion. The Privacy Officer also ensures
the integration of privacy principles
into information technology systems
architecture and technical designs, and
generally provides to Agency officials
policy guidance and directives in car-
rying out the privacy and disclosure
policy.

(e) Senior Agency Official for Privacy.
The Senior Agency Official for Privacy
assumes overall responsibility and ac-
countability for ensuring the agency’s
implementation of information privacy
protections as well as agency compli-
ance with federal laws, regulations,
and policies relating to the privacy of
information, such as the Privacy Act.
The compliance efforts also include re-
viewing information privacy proce-
dures to ensure that they are com-
prehensive and up-to-date and, where
additional or revised procedures may
be called for, working with the rel-
evant agency offices in the consider-
ation, adoption, and implementation of
such procedures. The official also en-
sures that agency employees and con-
tractors receive appropriate training
and education programs regarding the
information privacy laws, regulations,
polices and procedures governing the
agency’s handling of personal informa-
tion. In addition to the compliance
role, the official has a central policy-
making role in the agency’s develop-
ment and evaluation of legislative, reg-
ulatory and other policy proposals
which might implicate information pri-
vacy issues, including those relating to
the collection, use, sharing, and disclo-
sure of personal information.

(f) Privacy Impact Assessment. In our
comprehensive Privacy Impact Assess-
ment (PIA) review process, we incor-
porate the tenets of privacy law, SSA
privacy regulations, and privacy policy
directly into the development of cer-
tain Information Technology projects.
Our review examines the risks and
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ramifications of collecting, maintain-
ing and disseminating information in
identifiable form in an electronic infor-
mation system and identifies and eval-
uates protections and alternate proc-
esses to reduce the risk of unauthor-
ized disclosures. As we accomplish the
PIA review, we ask systems personnel
and program personnel to resolve ques-
tions on data needs and data protection
prior to the development of the elec-
tronic system.

[62 FR 4143, Jan. 29, 1997, as amended at 72
FR 20939, Apr. 27, 2007]

§401.35 Your right to request records.

The Privacy Act gives you the right
to direct access to most records about
yourself that are in our systems of
records. Exceptions to this Privacy Act
right include—

(a) Special procedures for access to
certain medical records (see 5 U.S.C.
552a(f)(3) and §401.55);

(b) Unavailability of certain criminal
law enforcement records (see 5 U.S.C.
552a(k), and §401.85); and

(¢c) Unavailability of records com-
piled in reasonable anticipation of a
court action or formal administrative
proceeding.

NOTE TO §401.35: The Freedom of Informa-
tion Act (see 20 CFR part 402) allows you to
request information from SSA whether or
not it is in a system of records.

§401.40 How to get your own records.

(a) Your right to notification and ac-
cess. Subject to the provisions gov-
erning medical records in §401.55, you
may ask for notification of or access to
any record about yourself that is in an
SSA system of records. If you are a
minor, you may get information about
yourself under the same rules as for an
adult. Under the Privacy Act, if you
are the parent or guardian of a minor,
or the legal guardian of someone who
has been declared legally incompetent,
and you are acting on his or her behalf,
you may ask for information about
that individual. You may be accom-
panied by another individual of your
choice when you request access to a
record in person, provided that you af-
firmatively authorize the presence of
such other individual during any dis-
cussion of a record to which you are re-
questing access.

§401.45

(b) Identifying the records. At the time
of your request, you must specify
which systems of records you wish to
have searched and the records to which
you wish to have access. You may also
request copies of all or any such
records. Also, we may ask you to pro-
vide sufficient particulars to enable us
to distinguish between records on indi-
viduals with the same name. The nec-
essary particulars are set forth in the
notices of systems of records which are
published in the FEDERAL REGISTER.

(c) Requesting notification or access. To
request notification of or access to a
record, you may visit your local social
security office or write to the manager
of the SSA system of records. The
name and address of the manager of
the system is part of the notice of sys-
tems of records. Every local social se-
curity office keeps a copy of the FED-
ERAL REGISTER containing that notice.
That office can also help you get access
to your record. You do not need to use
any special form to ask for a record
about you in our files, but your request
must give enough identifying informa-
tion about the record you want to en-
able us to find your particular record.
This identifying information should in-
clude the system of records in which
the record is located and the name and
social security number (or other identi-
fier) under which the record is filed. We
do not honor requests for all records,
all information, or similar blanket re-
quests. Before granting notification of
or access to a record, we may, if you
are making your request in person, re-
quire you to put your request in writ-
ing if you have not already done so.

§401.45

(a) When required. Unless you are
making a request for notification of or
access to a record in person, and you
are personally known to the SSA rep-
resentative, you must verify your iden-
tity in accordance with paragraph (b)
of this section if:

(1) You make a request for notifica-
tion of a record and we determine that
the mere notice of the existence of the
record would be a clearly unwarranted
invasion of privacy if disclosed to
someone other than the subject indi-
vidual; or,

Verifying your identity.
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